
Cyber Law in India: Updated Legal Framework and 
Offences in the Digital Era 

In today’s Digital Era, the use of computers, software, and digital information has become 
indispensable. Various personal transactions and business operations are conducted 
through cyberspace, constantly expanding the scope and dependence on digital 
technologies. However, this growth has also brought about significant challenges, including 
a rise in cybercrimes that exploit the online medium for illegal activities. 

Understanding Cybercrime 

A computer crime or e-crime involves either using a computer as the means to commit a 
crime or targeting a computer system itself. Some acts are new forms of crime, while others 
are traditional crimes like fraud, theft, blackmail, forgery, and embezzlement, now 
facilitated through the internet. Examples include virus attacks, salami attacks, email 
bombing, denial of service (DoS) attacks, and hacking. 

The Cyber Legal Challenge 

Unlike conventional crimes, cybercrimes involve intangible and invisible digital evidence, 
which leads to complex security and jurisdictional issues. Characteristics such as the 
anonymity of criminals, borderless digital space, and ease of access to information have 
accelerated the rise of these offences. 

To address these challenges, India enacted the Information Technology Act, 2000 (IT Act), 
the primary statute governing cyber activities and digital transactions. This Act provides a 
legal framework for electronic commerce, data protection, software security, and related 
offenses. The Act applies throughout India and extends to acts committed outside India if 
they involve computer systems located in India. 

Categories of Cybercrime Under the IT Act 

The IT Act recognizes two broad categories of cybercrime: 

  

Computer as Target: Crimes where computers are attacked to commit offenses 
such as hacking, virus dissemination, and DoS attacks. 

  

  



Computer as Weapon: Crimes where computers facilitate real-world offenses 
including cyberterrorism, intellectual property infringements, credit card fraud, and 
the publication of restricted or obscene content. 

  

Offenses in the cyber environment may be committed against individuals, property, or the 
government. For example: 

  

Crimes against people include cyber harassment, stalking, identity theft, and 
defamation. 

  

  

Crimes against property include hacking, virus transmission, data theft, and 
intellectual property violations. 

  

  

Crimes against government or national security involve cyberterrorism, 
unauthorized access to confidential information, and dissemination of pirated 
software. 

  

Recent Legal Updates (2025) and Supreme Court Rulings 

In 2025, India introduced the Digital India Act, significantly updating the IT Act to address 
emerging cyber threats and technologies. Some key enhancements include: 

  

Inclusion of newer offenses like cyberbullying, revenge porn, identity theft, 
deepfakes, fake news, and online financial fraud. 

  

  

Legal mandates for technology platforms to ensure transparency in content 
moderation and AI algorithm use. 



  

  

Strengthened penalties for hacking, source code tampering, and cyberterrorism. 

  

  

New rules governing telecom identifiers such as OTT platforms, enhancing identity 
verification and surveillance. 

  

  

Special focus on financial cybercrimes targeting vulnerable groups, such as "digital 
arrest" scams, where fake court orders are used to extort money, particularly from 
seniors. The Supreme Court has taken suo motu cognizance of such scams and urged 
stringent action by authorities. 

  

Major Cyber Offenses Under Indian Law 

  

Tampering with Computer Source Code 

  

  

Hacking and Unauthorized Access 

  

  

Receiving Stolen Computer Devices 

  

  

Fraudulent Use of Passwords and Digital Signatures 

  

  



Cheating Using Computer Resources 

  

  

Cyber Terrorism 

  

  

Publishing or Transmitting Obscene/Sexually Explicit Material 

  

  

Breach of Confidentiality and Privacy 

  

  

Publication of False Digital Signature Certificates 

  

  

Introduction of Viruses and Malware 

  

  

Denial of Access and Time Theft on Networks 

  

Modes of Cybercrime 

  

Unauthorized Access and Hacking: Breaking into computer systems without 
permission. 

  

  



Virus and Worm Attacks: Malicious programs spreading across systems. 

  

  

Email and Internet Relay Chat Crimes: Spoofing, spamming, email bombing, and 
sending malicious code. 

  

  

Trojan Attacks: Malware disguised as legitimate software to gain unauthorized 
control. 

  

  

Denial of Service (DoS) and Distributed Denial of Service (DDoS) Attacks: 
Overloading networks to deny legitimate access. 

  

  

Restricted/Pornographic Content Dissemination: Sharing or uploading sexually 
explicit materials. 

  

  

Forgery and Impersonation: Using digital means to falsify documents or 
impersonate others. 

  

  

Intellectual Property Violations: Software piracy, copyright infringement, 
trademark violations, cyber squatting. 

  

  

Cyber Terrorism: Attacks on critical infrastructure including military, power, 
banking, and telecommunications. 

  



  

Banking and Credit Card Fraud: Theft and misuse of financial data. 

  

  

E-commerce and Investment Frauds: Online scams presenting false investment 
opportunities or undelivered goods. 

  

  

Sale of Illegal Items: Trade in narcotics, weapons, wildlife conducted online. 

  

  

Online Anti-Social Games: Illegal gambling or games of chance via digital 
platforms. 

  

  

Cyber Defamation and Stalking: Tarnishing a person’s image online or causing 
emotional distress through harassment. 

  

  

Identity Theft: Unauthorized use of personal information for fraud. 

  

  

Data Diddling: Altering data during input or processing. 

  

  

Internet Time Theft: Unauthorized use of internet access paid by others. 

  

  



Breach of Privacy and Confidentiality: Disclosure of personal or business secrets 
to unauthorized persons. 

  

Conclusion 

The cyber law framework in India has matured with the 2025 updates to effectively 
address the rapid evolution of digital technologies and cyber threats. The legal system now 
provides tougher enforcement, better protection of individual and organizational rights, 
and mandates accountability from technology platforms. 

India’s courts, including the Supreme Court, are actively responding to novel cyber threats 
such as digital arrest scams, underscoring the judicial commitment to cybersecurity and 
protection of digital rights. 

This comprehensive and updated legal structure aims to make cyberspace safer for all 
users amid growing digital integration. 
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